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Hello, Delegates!  
 
My name is Erin Dennehy and I am the Director for the International Law Commission for the 
2018 UCMUN Conference. I am so excited to be directing this committee for the conference this 
year. Our topics will be “Protection of the Atmosphere” and “International Cyber Crime Laws”. 
These topics are prevalent issues in society, and by addressing them in committee delegates will 
work together to find a solution, helping countries avoid conflict and maintain peace.  
 
I am a sophomore at UConn, majoring in Political Science and minoring in Crime and Justice. I 
helped found a Model UN Club at my high school, and stayed involved with Model UN by joining 
UCMUN last year, where I was an assistant director for the United Nations Environment 
Programme. In addition to UCMUN, I am a member of the Special Program in Law at UConn and 
have been involved in undergraduate research on judicial ethics and judicial elections.  
 
I look forward to meeting all of the delegates in November, and can’t wait to start debating these 
topics. I’m excited to see what kind of solutions will be proposed in working papers and passed in 
resolutions! The following background guide provides a good starting point for your research, 
however if you have additional questions feel free to email me.  
 
Erin Dennehy 
UCMUN 2018 ILC Director 
erin.dennehy@uconn.edu 
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Topic A: Protection of the Atmosphere 

Introduction 

 Earth is constantly evolving. Since the planet’s formation, naturally occurring processes such 

as tectonic activity, fluctuations in temperature, and various weather patterns have shaped the Earth 

into what it looks like today. However, as a result of an increase in the last century of human emissions 

of greenhouses gases such as carbon dioxide, the Earth is changing yet again. Stemming from an 

increased reliance on fossil fuels in many societies, the release of such harmful gases is causing 

unnatural changes to Earth. Such phenomena are causing physical changes to the Earth that would 

otherwise not occur, such as the melting of polar ice caps and sea level rise.  

Notable changes are occurring in Earth’s atmosphere (the envelope of gases surrounding 

Earth) as a result of accumulation of harmful chemicals and gases in the air, putting it’s continued use 

at risk. Known as the Earth’s single largest natural resource, many countries rely on the atmosphere 

for a variety of economic and commercial uses. Various countries continue to abuse the atmosphere 

by polluting it despite environmental concerns, and as a result the condition of the atmosphere is 

continually declining. There are various laws in place, known as air laws, that dictate what countries 

can and cannot do within the atmosphere. However, as it is becoming more and more depleted, the 

atmosphere is in danger. The atmosphere prevents harmful radiation from reaching the Earth, 

therefore allowing Earth to sustain life, so it needs to stay healthy. Therefore, precautions need to be 

put in place and international laws enacted to protect and preserve the atmosphere.  

 
History and Description of Issue  

The Earth and its climate have changed periodically in cycles throughout history. In the past 6,500 

years, the Earth has gone through seven cycles of natural glacial advance and retreat. The cyclical 

climate change pattern is a result of natural processes; such patterns are widely attributed to variations 

in Earth’s orbit, which affects the amount of solar energy the planet receives. At the end of the last 
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cycle, also known as the last Ice Age that occurred around 7,000 years ago, the era of modern climate 

began. There has recently been a warming trend in climate since the beginning of the new climate era. 

(“Climate Change Evidence: How Do We Know?” ) 

  

Figure 1: (“Climate Change Evidence: How Do We Know?” ) 

 

The start of this new era also marks the beginning and significant impact of human civilization. 

The current warming trend in the latest climate era is believed to be, with a greater than 95% 

probability, a result of human activity (“Climate Change Evidence: How Do We Know?”). . Since the 

mid-20th century, significant warming of the Earth has occurred and is continuing at an extreme rate. 

Increased human activity that involves burning of fossil fuels or other natural gases has contributed 

heavily to such warming. Such activity has increased as more countries have become industrialized 

and more, newer technologies that use fossil fuels are developed and popularized. For example, cars 

and planes use fuels that emit gases into the atmosphere (“Climate Change Evidence: How Do We 

Know?”).  
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The Earth, accustomed to its natural warming and cooling cycles, has adversely reacted to 

warming at such a rapid and extreme pace. Effects of unnatural and unexpected warming include 

global temperature and sea level rise, warming of the oceans, and extreme weather. Human activity 

that contributes to the warming of the Earth impacts the atmosphere in particularly negative ways. 

Much of the human activity that causes unnatural warming of the Earth is a result of the use of 

technologies that run on fossil fuels. Use of these fossil fuels releases carbon dioxide and a variety of 

other gases into the atmosphere. Carbon dioxide and other harmful gases become trapped in by the 

atmosphere, and as these gases also block heat from escaping as usual from the atmosphere, the Earth 

heats up. (“Climate Change Evidence: How Do We Know?”) 

Otherwise known as the “greenhouse effect,” this process blocks gases commonly emitted 

from processes involving human activity such as water vapor, carbon dioxide, methane, nitrous oxide, 

and chlorofluorocarbons (CFCs) from leaving the atmosphere. These gases get trapped into the 

atmosphere and in turn prevent heat from escaping, causing an increase in Earth’s overall temperature. 

In addition, these gases adversely react with the atmosphere itself, causing it to deteriorate. Many of 

the harmful gases, known also as greenhouse gases, are put into the atmosphere from human activities. 

The process of emitted harmful gases into the air and atmosphere, otherwise known as air pollution, 

which destroys the atmosphere and in turn hurts life on Earth. (“Climate Change Evidence: How Do 

We Know?”).  

The Earth’s atmosphere has a variety of purpose, including keeping oxygen and other elements 

humans need to breathe on Earth, protecting humans from radiation, dictating weather patterns, and 

retains the surface temperature of the Earth, making it livable for humans. In addition, the atmosphere 

is a global commons, and available for all countries to use. Countries have open access to the 

atmosphere, and can appropriate its use and resources at no cost, similar to the ocean. The atmosphere 

includes airspace in the world, which is a vast economic and commercial resource. Many countries 
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across the world utilize the atmosphere and its accompanying airspace, such as for air travel (planes) 

and global communications through various airwaves.  (Ausubel).  

Air laws, or laws dictating aviation and use of airspace (the lower atmosphere or troposphere), 

have been established at an international level. These laws establish rules and regulations of certain 

areas of the troposphere, such as legal rights to and control of the troposphere in certain local, 

provincial, or national areas. However, in the stratosphere, or upper atmosphere, as well as in 

tropospheric areas over oceans, the rights to certain areas for commercial or other economic use are 

not as clear. As the atmosphere cannot be physically apportioned one way or another, it is difficult to 

make such distinctions (Ausubel).  

With the future of the atmosphere unclear due to increasing environmental problems, the 

question of who is responsible for maintaining the current state of the atmosphere remains. Countries 

are contributing to the environmental degradation of atmosphere with the continued use of harmful 

fossil fuels. The atmosphere is a global commons, with many countries having access to it, and utilizing 

it for their own gain. As a shared resource, many different countries overuse the atmosphere without 

realizing the implications of their actions for the common interest. The distinctions of which areas of 

the atmosphere are associated with which country or area of the world is very unclear (Edenhofer). In 

addition, it is difficult to know which countries, if more so than others, are contributing to the 

problem. The necessity of protecting the atmosphere from further decline has been clearly established; 

however, it is hard to distinguish which countries are responsible for doing so. The decline of the 

atmosphere is a classic case of the tragedy of the commons, or overuse of a resource when there are 

no regulations in place. It is important to note that this tragedy is not inevitable. The goal of this 

committee will be to determine a set of international laws, allowing countries to work together to 

sanction responsibility and find a solution to such tragedy. 
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Current Status  

 The issue of protecting the atmosphere has many complex aspects to it. Regulation of the 

atmosphere involves a multitude of international issues, including questions of geographic sectors in 

areas beyond national jurisdictions, unclear vertical zones (such as the troposphere and stratosphere), 

and the various catastrophic natural phenomena that could change the face of the Earth as a result of 

higher concentrations of certain gases in the air. As the atmosphere is also a global commons, ensuring 

that laws protecting the atmosphere coincide with other fields of law, such as the law of the sea, that 

have already set precedence to the legal approach to shared international resources is also a main 

concern. (“Towards a New International Law of the Atmosphere?”). The complexity of establishing 

international law to protect the atmosphere that addresses these uncertainties has made it difficult for 

international organizations to find the right way to approach draft legislation on atmospheric 

protection.  

 There have been many attempts at establishing rules on the protection of the atmosphere. The 

first reports recognizing the necessity of establishing international laws involving protection of the 

atmosphere emerged in 1966 at the 7th International Congress of Comparative Law in Uppsala. Later 

in 1982, the United Nations Environment Programme’s Governing Council acknowledged a need to 

develop a global code of conduct regarding atmosphere pollution; however, the Governing Council 

did not follow through with the recommendation of establishing such a legal code, and so it was never 

addressed. In addition, the International Law Association, when adopting its Rules of International 

Law Applicable to Transfrontier Pollution, postponed addressing the legal aspects of protecting the 

atmosphere to a later date and deferred subsequent work on the matter addressing liability to the “Air 

Law Committee” ("Montreal Conference Resolutions”). Such committee, intended to establish laws 

regarding the protection of the atmosphere, was later dissolved in 1996 without making any notable 

progress (“Towards a New International Law of the Atmosphere?”). In 2013, the International Law 
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Commission included “Protection of the Atmosphere” in its programme, given the following 

restrictions:   

“(a)Work on this topic will proceed in a manner so as not to interfere with relevant  

political negotiations, including on climate change, ozone depletion, and long-range  

transboundary air pollution. The topic will not deal with, but is also without prejudice to,  

questions such as: liability of States and their nationals, the polluter-pays-principle, the  

precautionary principle, common but differentiated responsibilities, and the transfer of  

funds and technology to developing countries, including intellectual property rights; 

 (b) The topic will also not deal with specific substances, such as black carbon,  

tropospheric ozone, and other dual-impact substances, which are the subject of  

negotiations among States. The project will not seek to ‘fill’ the gaps in the treaty  

regimes;  

(c) Questions relating to outer space, including its delimitation, are not part of the topic;  

(d) The outcome of the work on the topic will be draft guidelines that do not seek to  

impose on current treaty regimes legal rules or legal principles not already contained  

therein. The Special Rapporteur’s reports would be based on this understanding.” (“Towards 

a New International Law of the Atmosphere?”) 

 With these restrictions, the ILC is currently working towards solving the problem at hand and 

will continue to do so in future sessions until a suitable solution is found. As these laws are being 

drafted however, the atmosphere is still on the decline. Laws are needed to stop the damage, and the 

more time that passes without a solution, the more the atmosphere deteriorates.  

 As a result of the various greenhouse gases and other toxicities being released into the 

atmosphere, the current state of the atmosphere is deteriorating, most notably in the depletion of 

stratospheric ozone as well as gradual temperature increases. The ozone is a layer in the atmosphere 
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that serves to protect the Earth and its inhabitants from Ultraviolet B (UVB) radiation from the sun. 

The greenhouse gases emitted into the atmosphere from human activity interact with, and 

subsequently destroy, the ozone layer, thus increasing Earth’s exposure to the risks of a world without 

an atmosphere. Depletion of the ozone layer and other atmospheric changes can expose humans to 

harmful radiation from the sun, impact aquatic food webs by decreasing productive capacities in fish, 

and affect the physiological and developmental processes of plants (“Health and Environmental 

Effects of Ozone Layer Depletion.”). These problems stemming from greenhouse gases being 

released into the atmosphere, in addition to a variety of atmospheric problems associated with global 

temperature rise, are having disastrous effects worldwide. If not addressed, the atmosphere will 

continue to deteriorate with increasing severity. With the safety and health of humankind as well as 

many natural environments and ecosystems in jeopardy as a result of a constantly diminishing 

atmosphere, it is critical to establish laws and other regulations to combat this issue. Once international 

laws that protect the atmosphere are in place, work can be done to reduce and lessen the effect of 

deterioration. 

 

Bloc Positions 

 Finding a solution to this problem by means of international laws has proven to be difficult, 

as there are various opposing factions at play. For example, the permanent members of the Security 

Council and other major world powers fear that establishing international atmosphere laws will 

interfere with current and future diplomatic relations. These countries feel as if the restrictions set by 

the ILC will make it difficult to make progress without affecting current or future political 

negotiations. (“Towards a New International Law of the Atmosphere?”).  

 Countries with higher concentrations of urban populations or widespread industrialized areas 

will potentially have similar ideas regarding legal solutions to the issue of atmosphere pollution and 
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deterioration. These urbanized countries, ones that have highly populated areas and are reliant on 

fossil fuels on a day to day basis, are often heavy contributors to air pollution. These countries may 

resist taking responsibility for the damage made to the atmosphere, which would be economically 

demanding and time-consuming. Laws restricting use of fossil fuels to protect the atmosphere for 

example could force citizens in these countries to have to change their behavior; this could have 

widespread effects, altering economies or other components in society. Furthermore, these countries 

could potentially have more to lose commercially or economically if the atmosphere continues to 

deteriorate. (The Discourse on ‘Protection of the Atmosphere’ in the International Law 

Commission”). Therefore, some of these countries will be incentivized to correct their 

environmentally harmful behavior to ensure the atmosphere will be intact for future use.  

 In contrast, countries that are in the process of developing new technologies often contribute 

less to air pollution and atmospheric changes, yet are still facing the negative effects of a deteriorating 

atmosphere. These countries could also face legal responsibility regarding air pollution, and as a small 

contributor to the issue such countries might not want to take the blame for the actions of others. As 

there is no way to place certain blame onto one or multiple countries in regards to the atmosphere’s 

deterioration, this poses the question of which countries are truly responsible for the degradation of 

the atmosphere. Countries will debate how to approach these questions from an international law 

standpoint.  

 
Committee Mission 

The goal of this committee is to come to a consensus regarding how to approach, from an 

international law viewpoint, the problem of a deteriorating atmosphere. The ILC will try to reduce the 

tragedy of the commons that is occurring and codify laws intended to prevent the atmosphere’s 

demise. In doing so, while in this committee countries will work together to establish laws that will 

protect the atmosphere. In addition, countries will determine the best course of action as to what is 
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equitable utilization of atmosphere, how to address prevention of ozone depletion, due diligence, and 

precaution, and the interrelationship of atmospheric law with other relevant fields of law (law of the 

sea, international trade law, and international human rights law). Additionally, countries will determine 

terms of compliance and implementation of such laws, and ways to settle disputes arising from 

atmospheric law.  

 

Questions to Consider:  

1. Should states have a legal responsibility to prevent damage to the atmosphere? 

2. Is your country a big contributor to degradation of the atmosphere?  

3. How will your country be affected by an atmosphere depleted of stratospheric ozone? 

4. Which countries should take responsibility for past deterioration of the atmosphere? 

5. What measures should be taken to protect the current state of the atmosphere? 

6. How would your country benefit from a cleaner atmosphere? 
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Topic B: International Cyber Crime Laws  

Introduction 

         The creation of the Internet for public use has changed society in numerous ways. At its 

invention in the 1990s, the Internet was deemed complex and time-consuming; not many people easily 

grasped the idea that one could use electronic mail (e-mail), or look up information online rather than 

in a book. However, it has since evolved, becoming consumer-oriented and often found and used 

frequently in many societies throughout the world. Additionally, at its start the Internet was typically 

used for backing up data on floppy disks or “surfing the web” on a big desktop computer (“Brief 

History of the Internet.”). Today, the Internet is accessible from many cell phones or laptops. It can 

be used to read newspaper articles or entire books, online shop, and stay connected with people across 

the world via social media apps or websites. 

However, the evolution of the Internet has not come without problems. As what one can do 

on the Internet has increased significantly in the past 20 years, the information that is stored online or 

in computer systems has also increased. Such information includes confidential government 

documents, credit card information, and many personal aspects of people’s lives on social media 

profiles. With all of this information stored online, it has become subject to hacking or other 

cybercrimes, which puts individuals as well as countries or government systems at risk. Cybercrimes 

are defined as any illegal behavior through electronic operations that targets the security of computer 

systems and the data processed by them, or crimes committed through a computer system or network 

such as illegal possession of or offering/distributing of information (“United Nations' Definition of 

Cybercrime.”). 

There are many different types of cybercrimes. Examples include phishing, or sending fake 

emails with the purpose of obtaining personal information from internet users, misusing personal 

information online (also known as identity theft), and hacking, which shuts down entire computer 
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systems or websites, giving cyber criminals illegal access (“United Nations' Definition of 

Cybercrime.”). Hacking in particular is used to break down online security systems that are meant to 

protect sensitive material. One way cyber criminals do this is by creating computer viruses, such as 

ransomware, that takes advantage of unknown flaws in online software (Hern). These viruses can 

break down the protective infrastructures of online security systems, allowing important information 

to be accessed, manipulated, and spread without permission. Cyber criminals use these techniques to 

break down protective security systems to gain access to confidential information; in recent years, 

cyber criminals from around the world have been using these methods to hack government systems 

of various countries, causing problems that span across borders. Such hacks, if continued, can put the 

sovereignty of countries at risk. Information and online systems have necessary protections in place 

to conceal sensitive information, and hacks that expose such information can lead to international 

conflict. That being said, to ensure stability of countries worldwide that rely on the Internet, action 

needs to be taken and international code of cyber conduct put in place to prevent and properly punish 

international cybercrime. 

  

History and Description of Issue 

         The issue of cybercrime has significantly evolved with time. With greater knowledge and 

understanding of the Internet, committing a cybercrime has become relatively easy; for example, scam 

emails, or spam messages, are very common. When the Internet first became commonplace 

throughout the world, these types of scams and cybercrimes were common. Additionally, cyber 

criminals have found ways to be anonymous in their acts. Cyber criminals work in advanced gang-like 

groups as well to initiate these crimes worldwide, and because of this, who is responsible for a 

cybercrime can be hard to designate. When large-scale cybercrimes or hacks take place, finding who 

is responsible (and determining how and why the cybercrime took place) is a big priority, yet it can be 
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very difficult. It can be even more difficult when a cybercrime involves more than one country, seeing 

as different countries view the criminality of cybercrimes differently. Additionally, if one country 

commits a cybercrime (likely hacking) against another country or its government system, the 

consequences for doing so are widely unknown. Such cybercrimes could lead to conflict and upset the 

international dynamic as well as adversely affect millions of people. Because of this, the goal of the 

International Law Commission will be to address the realities of combat, and set punishments for 

cybercrime by means of establishing a set of international laws. 

         Cybercrime has become prevalent on an international scale in recent years. There have been 

many major cybercrime attacks within the last five years, showcasing how this current problem is on 

the rise and will continue to thrive if not addressed on an international level. For example, in 2015 an 

international hacking ring stole as much as $1 billion from 100 banks in 30 different countries, notably 

the US, China, Ukraine, India, the UK, and Sweden. The ring, predominantly based in Russia, created 

ransomware targeting banks’ internal operations that was so sophisticated that it was able to go 

undetected for almost two years (Snider). This attack was focused primarily on targeting banks to gain 

access to money; however, other major cybercrimes and attacks have been data and information 

oriented. The most notorious example of an information oriented hack is the hack into the United 

States’ Democratic National Convention’s (DNC) computer network in 2016. This hack has been 

attributed to Russian intelligence groups by the DNC’s hired cyber security firm, and took place while 

the United States, as well as the DNC, was involved in a heated presidential campaign. This hack 

uncovered a lot of information from within the convention, such as personal information and emails, 

that was meant to stay private and as a result has caused a lot of political controversy within the United 

States (“2016 Presidential Campaign Hacking Fast Facts.”). 

         These hacks are just a few examples of the many major cyber-attacks that occur on a frequent 

basis. Each attack and cybercrime has major consequences and without a clear way to punish cyber 
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criminals for their actions, the crimes will continue. If they continue, they are destined to become 

more advanced and more information and potentially power plants or electrical grids will be at risk of 

being hacked; these hacks are dangerous and put government systems as well as civilians in a tough 

place. Therefore, these cybercrimes and hacks need to stop. 

         Different countries have already developed defense mechanisms against cybercrimes, with 

varying degrees of success. France, for example, has worked towards establishing a strong cyber 

security infrastructure to protect it from cyber-attacks. France implemented the National Digital 

Security Strategy in 2015, which is meant to address the challenges of cybercrimes by trying to ensure 

national sovereignty, respond quickly and effectively to any and all cyber-attacks, and keeping the 

French people informed of potential threats. The Ministry of Defense and Ministry of the Interior are 

responsible for protecting French networks and pursuing cyber criminals that target France (“Cyber 

Security).  

         These defense strategies have their strengths and weaknesses. They protect a lot of private 

information and have done so relatively well up to this point; however, skilled hackers have begun to 

find ways around the defense mechanisms that are put in place. For example, in the United States in 

2016 the Democratic National Convention’s network was still hacked despite the protections in place 

by the Department of Defense. Additionally, there is still an abundance of email and telephone scams 

attempting to steal information from accounts with the Bank of France. That being said, there is still 

a lot of work to be done to efficiently combat cybercrimes and prevent them from occurring on an 

international scale in the future. 

 

Current Status 

         The issue of cybercrimes and hacking is very prevalent in our world today. Society at large is 

growing more and more dependent on technology; because of this, more information is being stored 
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online or in large cyber networks, making it susceptible to cybercrimes or hacks. Cybercrimes and 

major hacks occur on an almost daily basis, from credit card scams to hacked e-mail accounts. 

Additionally, cyber criminals and the hacking technology available to them is improving day by day. It 

is becoming harder for citizens to recognize a potential cybercrime (like a scam), or realize that they 

have already been the target of a cyber-attack. Cyber criminals are very good at evading law 

enforcement and efforts to fight cybercrime. For example, cyber criminals are very good at covering 

their tracks. This can make it hard to realize a cybercrime has even been committed as well as conceal 

who committed the crime. Cyber criminals are also able to find new ways to hack computers or 

networks despite protections put in place to prevent cybercrimes. 

         These cybercrimes take place all over the world, yet some countries are more notorious for 

hacking and cybercrimes than others. For example, around 40% of online offenses originate in China. 

Other notable countries in which many cybercrimes originate are, respectively, the United States, 

Turkey, Brazil, and Russia (“Top 5 Most Notorious Hacking Groups in History.”). These countries 

have very advanced cyber technologies which allow them to generate cyber-attack traffic and remain 

undetected. Within these countries, gang-like cyber-criminal groups often attack systems as small as a 

personal computer and as large as an entire corporation’s network; these attacks are known as 

advanced persistent threats (ATP’s), or an abundance of continuous hacks on a particular target 

(“Anatomy of Advanced Persistent Threats.”). 

         Cyber criminals, from whatever country they live in, can essentially hack a computer or 

network anywhere in the world. They can initiate their criminal act within the boundaries of one 

nation, yet commit the crime in another. This poses challenges for victims of cybercrimes as well as 

law enforcement in finding and prosecuting cyber criminals. For example, because of how skilled these 

cyber criminals and hackers can be, it can be hard to trace who is responsible for any given cybercrime 

when it could have originated from anywhere in the world. For example, in 2017 a ransomware 
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attributed to North Korean cyber criminals known as “WannaCry” spread throughout 150 countries 

around the world including the US and Britain and affected almost 300,000 computers (Larson). 

Finding evidence of these offenses can be difficult as well; this creates a stigma that prosecuting 

cybercrime is a waste of time, and many cybercrimes go unreported. 

         Although cyber criminals do a lot to ensure anonymity in their acts, if they are caught many 

still avoid prosecution and continue to hack and commit other cybercrimes. For every one 

cybercriminal that is caught, around 100,000 criminals roam free (Grimes). This is due to the fact that 

not all countries have extradition treaties with one another. An extradition treaty is a treaty between 

states that calls for the surrender of a person accused of a crime by local authorities so that they can 

be prosecuted under the law of the requesting state (“What Is Extradition Treaty?”). Without 

extradition treaties, international cybercriminals can freely commit crimes and scams online in certain 

countries without fear of prosecution or punishment. This has proven to be a major issue in combating 

cybercrime worldwide; for example, the United States and Russia do not have an extradition treaty 

with one another. That being said, cybercriminals can remotely commit cybercrimes in the United 

States from Russia without fear of prosecution by the United States. As these are two countries with 

high rates of cybercrime, finding ways to prosecute cybercriminals without an extradition treaty in 

place has been difficult.  

         Additionally, the laws of countries across the world vary. So, a crime in one country may not 

be a crime in another. That being said, there are many legal challenges when investigating cybercrimes. 

It can be hard for different countries to cooperate with each other regarding cybercrimes because 

some countries have strict cybercrimes laws (such as the US), and others have yet to establish 

cybercrime laws at all (such as Honduras, Libya and Afghanistan). The Budapest Convention on Cyber 

Crime in 2001 mandated that signatory countries enact similar cybercrime laws as well as establish an 

international cybercrime helpline in an attempt to create a common legal code for cybercrime 
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(Barreto). This model found success in providing different law enforcement agencies the same 

authority to combat the issue, however there were only 44 ratified parties on the agreement and an 

attempt to reach a similar global agreement failed at the UN in 2010. It has been difficult for countries 

throughout the world to reach such an agreement, as a common legal code could conflict with 

individual nation’s legal structure. For example, the United States would have an issue with a law that 

criminalized racist or xenophobic material as it could conflict with the First Amendment of the US 

Constitution, which gives citizens the freedom of speech. Other countries may not have this concern, 

as was the case with an additional protocol on Cyber Crime adopted by the Budapest Convention in 

2006 (Barreto). 

         Due to an increase in cybercrime activity with frequent attacks on major institutions around 

the world, action needs to be taken to stop cyber criminals. If the issue of cybercrime is not addressed 

on a global scale, cyber criminals will continue to commit cybercrimes without fear of punishment 

and valuable information will be at risk of being compromised; this could cause international conflict 

and spark damage to economies, weakening of infrastructures and loss of personal privacy. Therefore, 

a set of international laws regarding cybercrime is necessary. 

 

Bloc Positions 

         The issue of cybercrime is relatively new; that being said, some countries have yet to enact 

laws on them, if they choose to do so at all. 18% of countries have yet to enact cyber crime legislation, 

including many African countries like Chad and Mozambique (“Cybercrime Legislation Worldwide”). 

Countries view the criminality of cybercrimes in different ways. Countries that have lax policies on 

cybercrime will likely have different ideas than countries that have already have strict cybercrime laws 

(such as the United Arab Emirates or the United States) in place while debating as a part of the 

International Law Commission.  



UCMUN 2018 International Law Commission 

         Within the realm of cybercrime is the issue of extradition of cyber criminals. Countries that 

do not have extradition treaties with one another, a notable example being the United States and 

Russia, might have different punishment policies in mind for cyber criminals and struggle to find a 

solution suitable for both parties. Those that do have extradition treaties with each other and already 

willingly surrender cyber criminals for prosecution may work together in a bloc in this committee. 

         There is a great deal of economic disparity between countries across the world, yet cybercrime 

happens everywhere. That being said, some countries (such as Britain or France) are more equipped 

to combat and defend against hacks and other crimes than others. Countries that do not have the 

economic resources to actively combat cybercrimes could potentially see allocations for cyber-crime 

prevention in a different light than other, more financially stable countries. 

         Not all countries in the world rely heavily on technology. Certain countries in the world are 

more technology reliant than others, and would have more to lose if they fell victim to a major 

cybercrime. Similarly, cybercrimes are more pertinent of an issue in some countries more than others; 

countries that don’t deal with cybercrime as often as others do might view the issue differently. For 

example, many people in China use the internet regularly and cybercrimes occur on a frequent basis, 

whereas other countries like Somalia or the Democratic Republic of the Congo don’t have as many 

internet users, causing an overall less amount of cybercrimnal activity.  

         The issue of cybercrime is very dynamic and can be viewed from many different angles. There 

is no doubt that this issue needs to be addressed in an international setting, and countries (with their 

various viewpoints) will debate what is the best course of action for dealing with this problem while 

in committee. 
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Committee Mission 

         The goal of this committee is to determine the appropriate ways to recognize, combat, and set 

punishments for international cybercrimes. The International Law Commission will establish a 

cohesive global system and legal code on the topic of cybercrime. Such legal code will address and set 

guidelines for extradition/jurisdiction and punishment of international cyber criminals as well as how 

to defend the sovereignty of nations from potential cybercrimes or hacks. Countries in this committee 

will work together to codify international laws that will reduce cybercrime worldwide and protect the 

data and information of countries (and individuals) around the world. 

  

Questions to Consider 

1. How should governments provide protection from cybercrimes? 

2. Would your country be able to protect itself from a cybercrime? 

3. How reliant is your country on cyber technology? 

4. When is a cyber operation a breach of the sovereignty of the state into which it is 

conducted? 

5. When does a cyber operation by a state constitute intervention into the internal affairs of 

another country? 
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